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Regulatory Compliance Features

LabSoft, Inc. regularly monitors national legislative regulation updates to be sure that the LabNet LIS continues to meet or exceed requirements for HIPAA, CLIA and other agency regulations.  Software updates are available to ensure that clients have access to the most recent software enhancements. HIPAA compliance is strongly dependent upon client lab, hospital or office processes regarding use and release of patient data. The LIS software plays a supporting role to assist laboratories in the maintenance of data security. To help support clients in their efforts to design processes that comply with HIPAA regulations to keep Protected Health Information (PHI) confidential, LabNet provides many security features to provide tools for authorized data access and audit trail documentation, including:

· Multi-layered password-protected user sign-ons, with auto-expiration

· Authorization to data is user defined, based on assigned responsibilities

· Comprehensive audit trail tracks all record additions, changes, deletions

· Audit trail records date/time and responsible tech for order, receive, result approval and reporting processes 

· Restricted access to data based on user sign-on

· Time-out feature for idle workstation terminals

· 128-bit encryption for lab reports sent via e-mail

· Transmission logs to track completion for report printing and faxing

· HL-7 format for host interfaces, compatibility with secure VPN networks

LabSoft offers options for billing module interfaces to support HIPAA regulations regarding billing transactions and code sets. Velocity, the web-based Order Entry and Result Reporting module, contains several additional layers of security to protect access to PHI.  If you would like more information about features available with LabSoft LIS systems, please do not hesitate to contact the LabSoft Sales Department at (800) 767-3279.






















www.labsoftweb.com
1.800.767.3279


